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1. ABSTRACT

Chem-Bioinformatic models connect the
chemical structure of drugs and/or targets (protein, gen,
RNA, microorganism, tissue, disease…) with drug
biological activity over this target. On the other hand, a
systematic judicial framework is needed to provide
appropriate and relevant guidance for addressing various
computing techniques as applied to scientific research in
biosciences frontiers. This article reviews both: the use of
the predictions made with models for regulatory purposes
and how to protect (in legal terms) the models of molecular
systems per se, and the software used to seek them. First
we review: i) models as a tool for regulatory purposes, ii)
Organizations Involved with Validation of models, iii)
Regulatory Guidelines and Documents for models, iv)
Models for Human Health and Environmental Endpoint,
and v) Difficulties to Validation of models, and other
issues. Next, we focused on the legal protection of models
and software; including: a short summary of topics, and
methods for legal protection of computer software. We
close the review with a section that treats the taxes in
software use.

2. INTRODUCTION

We should be aware about some legal issues in
connection to the use of Quantitative Structure-
Activity/Property Relationship (QSAR/QSPR) models
applied to solve practical problems in the frontiers of
biomolecular sciences. It is estimated that over 30,000
industrial chemicals used in Europe require additional
safety testing to meet requirements of the new chemical
regulation REACH (registration, evaluation and
authorization of chemicals) (1). If conducted on animals,
this testing would require the use of an extra 10–20 million
animal experiments. QSAR is one major prospect between
alternative testing methods to be used in a regulatory
context. Development of QSARs is solving several
problems: (i) Ethical saving of animal lives; (ii)
Economical cost reduction on testing; (iii) Political
implementation of new chemical regulation REACH. In the
context of REACH and the Cosmetics Directive (Council
Directive 2003/15/EC), it is anticipated that QSARs will be
used more extensively, in the interests of time- and cost-
effectiveness and animal welfare. Many different QSAR
models for prediction of properties relevant for chemical
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management exist and have been published in the literature.
However, most of them are poorly described in terms of the
five principles for validation of QSAR models, which have
been adopted by Organization for Economical Cooperation
and Development (OECD). In this sense, the aims of this
article are the following. Aim (i): to review previous works
focused on the main aspects of QSAR modeling for
regulatory purposes. Aim (ii): to review the gateways to
legally protect QSAR models and/or QSAR software and
patents derived from their use. Related to aim (i) we review
works that try to answer the question: what makes QSAR
models suitable for regulatory uses? The article reviewed
focuses on directions in QSAR modeling in European
Union (EU).

For instance, Fjodorova and Novich, et al. (2008)
(1) discussed topics more related with aim (i) in the paper:
Directions in QSAR modeling for regulatory uses in OECD
member countries, EU and in Russia. OECD means
Organization for Economic Co-operation and
Development. The aim of this article is to show the main
aspects of QSAR modeling for regulatory purposes. The
authors try to answer the question; what makes QSAR
models suitable for regulatory uses. The article focuses on
directions in QSAR modeling in European Union (EU) and
Russia. Difficulties in validation models have been
discussed. The same group has published also the paper (2):
Regulatory assessment of chemicals within OECD member
countries, EU and in Russia. They recognized that the
chemical risk assessment is essesntial part of new chemical
legislation registration, evaluation, and authorization of
chemicals (REACH). The article presents a review of
chemical legislation policies in the European Union (EU)
and in Russia, and changes in chemicals regulations to meet
the requirement of REACH. The risk assessment paradigm,
toxicological parameters, safe limits and classification
criteria used by different agencies and authorities in
different countries are reported. Our investigation also
focuses on comparison of chemical risk assessment criteria
used in OECD member countries and in Russia. Tendencies
in harmonization in accordance with the globally
harmonized system of classification and labeling of
chemicals (GHS) are discussed.

In more recent reviews, Duardo-Sanchez and
Patlewicz et al. (3) have revised and/or discussed important
concepts more related to aim number (ii). The authors have
argumented recently there has been an increased use of
software and QSAR models in Medicinal Chemistry and
Drug discovery research. Whilst the ultimate goal of
Medicinal Chemistry research is for the discovery of new
drug candidates, a secondary yet important outcome that
results is in the creation of new computational tools. The
adoption of computational tools by drug discovery
researchers is sadly, and all too often accompanied, by a
lack of understanding of the legal aspects related to
software and model use, that is, the copyright protection of
new medicinal chemistry software and software-mediated
discovered products. In their review, Duardo-Sanchez et al.
considered cases of patents protecting software, models,
and/or new compounds discovered using methods such as
molecular modeling or QSAR. In any case, many of these

aspects apply in general to wider area of application of
QSAR/QSPR techniques covering not only Medicinal
Chemistry or Pharmaceutical Design but also and not
limited to: ADMET research, metabolomics, toxico-
proteomics, and other topics discussed in the present
reviews that are related to drug metabolism and distribution
(4-7).

Since computers came onto the world scene in
the early forties, their utility as instruments of knowledge
has steadily increased. So much so, today, it is difficult to
find any area, scientific or other, which is not reliant on
their application. Even legal systems have been impacted
by novel computing and information techniques. A
systematic judicial framework is needed to provide
appropriate and relevant guidance for addressing various
computing techniques as applied to scientific research.
Bioinformatics and computational biology are two areas
within the field of biosciences that require more attention
from the legal operators. Bioinformatics involves the
application of information technologies to the study of
biological processes and the resulting information and
knowledge learned through this process. Terms like
"computational biology" are also sometimes used to
describe bioinformatics. Bioinformatics is essentially the
overlap between information sciences and life sciences (8).
Whilst there are few connections between bioinformatics as
applied to Medicinal Chemistry and the legal system, the
latter does have and continues to have an impact on
bioinformatics. Indeed, the relationship between
bioinformatics and the law spans a wide range of different
issues including intellectual property (e.g. patents,
trademarks, and trade secrets), licensing (e.g. licensing
patents, intellectual property of software), legislation,
regulation, product development as well as corporate legal
issues (8). Bioinformatics encompasses the use of tools and
techniques from three separate disciplines; molecular
biology (the source of the data to be analyzed), computer
science (the hardware to run the analysis and the networks
to communicate the results), and data analysis algorithms,
which strictly define bioinformatics (9). The development
of bioinformatics software is a challenge for the future; the
software facilitates the research and the science fosters the
development of new bioinformatics software businesses
(10). Bioinformatics can not to all intents and purposes
evolve without software development.

Bionformatics models describe structure-property
relationships of bio-systems may play an important role to
reduce costs in terms of time, human resources, material
resources, as well as allow certain laboratory animals
replacement in biomedical sciences. Many of these models
are in essence QSAR/QSPR models. In other words,
generally speaking QSPRs are models that connect the
structure of a system with external properties of these
systems that are not self-evident after direct inspection of
the structure. In particular, QSARs are models that connect
the chemical structure of drugs, target (protein, gen, RNA,
microorganism, tissue, disease…), or both (drug and target
at the same time) with drug biological activity over this
target. Many of these QSAR techniques are based on the
use of molecular descriptors, which are numerical series
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that codify useful chemical information and enable
correlations between statistical and biological properties.
The intensive activity in the field has prompted many
authors to publish recent reviews and/or assemble full
special issues in high impact journals. For instance,
González-Díaz H guest-edited hot topic issues with papers
of different groups that review the use of these methods in
Current Proteomics (5, 11-16), Current Drug Metabolism
(17-25), Current Pharmaceutical Design (26-35), or Current
Topics in Medicinal Chemistry (3, 36-44).

In parallel, graph theory and Complex Network
analysis tools are expanding to new potential fields of
application of Information Sciences at different levels from
molecular to populations, social or technological such as
genome networks, protein-protein networks, sexual disease
transmission networks, power electric power network or
internet (45). In particular, the case of relationships among
social actors, as well as the relationships among actors at
different levels of analysis (such as persons and groups),
are being subject of intensive investigation (46). It provides
a common approach for all those disciplines involved in
social structure study (47-50) susceptible of network
depiction. Social structure concept is merely used in
sociology and social theory. Although there is not
agreement between theorists, it can refer to a specific type
of relation between entities or groups also can evolve
enduring patterns of behavior and relationship within a
society, or social institutions and norms becoming
embedded into social systems. For a most complete review
of SNA see the in-depth review of Newman M entitled:
The Structure and Function of Complex Networks (51).
Anyway, if we take in consideration that a network is a set
of items, usually called nodes, with connections between
them, so called edges, thus it means the representation of
social relationships in terms of nodes and ties, where nodes
can be the individual actors within the networks, and ties
the relationships between these actors (45).  In fact, SNA is
nothing new in social sciences studies, in early 1930s,
sociologists already have made a social network to study
friendships between school children (52). Since the
important of network approach to social sciences high
increased, and it application goes from interrelation
between family members (53) to companies business
interaction (54, 55) or patterns of sexual contacts (56, 57).
Although the network approach is so pervasive in the social
sciences their application in the Law scope is still weak.
Networks tools and methodologies might useful to illustrate
the interrelation between the different law types, check the
importance of a specific instrument so as the normative
hierarchy respect by legislators in order to regulate the
most important matter for individuals through law
instruments which require the approval from the most
representative democratic actors. Also can help to
understand laws consequences in society live and it
effectiveness or not. Taking all the previous aspects into
consideration, this article reviews both: the use of the
predictions made with models for regulatory purposes in
legal and how to legally protect models of molecular
systems per se, and the software used to seek them. In this
sense, the issues reviewed here cover the state-of-art on this
field that lies within the frontiers between Legal and

Biosciences (all have been listed above on the table of
contents).

3. DISCUSSION
3.1. QSAR models as a tool for regulatory purposes

From the scientific perspective, QSARs can be
developed for prediction of the following types of property
or effects: i). Physicochemical properties; ii) Toxic
potential and potency; iii) Environmental distribution and
fate; iv) Biokinetic processes (absorption, distribution,
metabolism and excretion). Regulatory uses of QSARs
include: i) Supporting priority setting of chemicals; ii)
Guiding experimental design of regulatory tests or testing
strategies; iii) Providing mechanistic information; iv)
Grouping chemicals into categories based on similarity; v)
Filling in a data gap needed for classification and labeling;
vi) Filling in a data gap needed for risk assessment. It must
be emphasized that principles and procedures for scientific
validation of QSARs are separate from the considerations
and procedures necessary for regulatory acceptance (58).

3.1.1. Organizations involved with validation of QSARs
It was considered necessary to develop a

framework for the independent development, validation
and dissemination of QSARs. The European Commission’s
Joint Research Centre (JRC) is a suitable organization to
coordinate such a framework, due to its recognized
independence from national and sectoral interests, and its
established role in the provision of scientific and technical
support for the development and implementation of EU
legislation on chemicals. The JRC established the
QSARAction as a project within the JRC Work Programme
to coordinate and expedite activities in the area of
chemical-grouping, SARs, and QSARs approaches with
potential regulatory use. The European Chemicals Bureau
(ECB) is coordinating the JRC Action on Computational
Toxicology (including QSARs), which aims to promote the
development, validation and implementation of
computational models that are useful for regulatory
purposes. The work involves collaboration with internal
partners, such as European Center for the Validation of
Alternative Methods (ECVAM) (59), and external partners,
such as the OECD.

3.1.2. Regulatory guidelines and documents for QSARs
developing and application

Preliminary guidance “The Characterization of
(Quantitative) Structure-Activity Relationships” has been
published in the web (http://ecb.jrc.it/). The following
endpoints associated with EU Test Methods and OECD test
guidelines have been proposed: (a) Physicochemical
properties such as melting point, boiling point, vapor
pressure, K octanol/water partition coefficient, Koc organic
carbon/water partition coefficient, water solubility; (b)
Ecological effects such as acute fish, long-term toxicity,
acute Daphnid, algal, terrestrial toxicity; (c) Environmental
fate such as biodegradation, hydrolysis in water,
atmospheric oxidation. bioaccumulation; (d) Human health
effects such as acute oral, acute inhalation, acute dermal,
skin irritation, eye irritation, skin sensitization, repeated
dose toxicity, genotoxicity (in vitro, bacterial cells),
genotoxicity (in vitro, mammalian cells), genotoxicity (in
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vivo), reproductive toxicity, developmental toxicity,
carcinogenicity. Guidelines for developing and using
QSARs with examples of models for prediction toxicity
were published in (60). Regulatory uses and applications of
(Q)SAR models in the assessment of new and existing
chemicals in OECD member countries was reported in
(61).

The general acceptability criteria or validation
principles of (Q)SARs for Human Health and
Environmental Endpoints was developed at the workshop
“Regulatory Acceptance of (Q)SARs forHumanHealth and
Environmental Endpoints,” hosted by the European Centre
for Ecotoxicology and Toxicology of Chemicals and
organized by the International Council of Chemical
Associations (ICCA) and the European Chemical Industry
Council (CEFIC) held 4–6 March 2002 in Setubal. In
November 2004, at the 37th Joint Meeting of Chemicals
Committee and Working Party on Chemicals, Pesticides
and Biotechnology, the OECD Member Countries and the
European Commission adopted five principles for the
validation of (Q)SARs intended for use in the regulatory
assessment of chemicals. Accordant with these principles a
(Q)SAR model for regulatory use should be associated with
the following information: (i) A defined endpoint; (ii) An
unambiguous and easily applicable algorithm; (iii) A
defined domain of applicability; (iv) Appropriate measures
of goodness-of–fit, robustness and predictivity; (v) A
mechanistic interpretation, if possible. The international
agreement on a set of validation principles was important,
not only to provide regulatory bodies with a scientific basis
for making decisions on the acceptability of data generated
by (Q)SARs, but also to promote the mutual acceptance of
(Q)SAR models by improving the transparency and
consistency of (Q)SAR reporting (62).

Recently, the EC funded project DEMETRA
addressed the specific case of the QSAR models for the
European legislation for pesticides (63). Several major
points have been defined. The QSAR model should clearly
mention the specific legislation involved. This point should
be more extensively considered in all QSAR models for
regulatory purposes because different regulations have
different ways to address and express the phenomenon.
Related to the legislation, in many cases there are specific
guidelines that have to be considered. In some legislation,
these guidelines are strict, while in others, a certain degree
of freedom is given. The developer should be aware of this
fact. DEMETRA addressed some other issues, not directly
defined within the OECD principles, which can be used to
evaluate QSAR models for regulatory purposes. For
instance, DEMETRA dedicated efforts on the definition of
the model utility for regulatory purposes, in order to
identify the QSAR models which should be more useful for
legislation. DEMETRA defined tools to address and reduce
false negatives. False negatives are very important in case
of QSAR models for regulatory purposes because
regulators want to avoid predictions that predict safety
chemicals which are toxic; the reverse case is not so
critical. DEMETRA addressed the situation of model
uncertainty in a detailed way. For regulatory purposes, it is
not enough to have a predicted value: its uncertainty has to

be characterized, and relation to its use and the uncertainty
of the input values. All these points have been thoroughly
addressed and discussed within DEMETRA (63-65).

3.1.3. QSARs for human health and environmental
endpoint

Cronin et al. (66) reported the use of QSARs in
international decision-making frameworks to predict
ecological effects and environmental fate. Most expert
systems, SARs, and QSARs are based on chemical classes
or on mode of action. More details on in silico
methodologies with regard to their usage in REACH is
provided in report on the “Review of the Status of the
Development of Alternatives to using Animals in Chemical
Safety Testing and Identification of New Areas for
Development or Research in the Context of the Proposed
REACH Regulation”. The comprehensive investigation of
quantitative methods of hazard characterization used in
food safety assessment and used for regulatory decision
making in Europe was reported in monograph (67).

3.1.4. Difficulties to validation of QSARs
It should be noted that there are many practical

difficulties to the validation of (Q)SARs, in particular
obtaining data for a meaningful external validation, as well
as obtaining transparent models for some methodologies
(e.g., commercial expert systems, neural networks, etc.).
There are three main reasons why (Q)SARs and expert
systems have not been used to their full potential: (i) None
have yet been formally validated; (ii) They need to be
improved to cover a wider spectrum of toxic mechanisms
of action, especially for endocrine disruption and non-
genotoxic carcinogenesis (that are both based on receptor-
binding); and (iii) Their coordinated and combined use has
not been explored sufficiently (68).

3.1.5. OECD’s database on chemical risk assessment
models

Models (computerized or capable of being
computerized) that are used by OECD countries to predict
health or environmental effects, exposure potential, and
possible risks were organized into searchable database. But
it should be taken into account that this database is created
for developmental use and the methods described there
have not been evaluated or validated by OECD; no
endorsement of the methods by OECD should be inferred
by the inclusion of certain methods in this database. This
database is intended as an information resource only. The
models are listed by countries and by property or effect
included. Screening level methods described there are
useful, when chemical-specific data are lacking, for
establishing priorities for chemical evaluation and for
identifying issues of potential concern (69). In Table 1 have
been presented the information included in models.

3.1.6. QSARs based on metabolism and in vitro data
Several in silico systems for predicting

metabolism are available, including (Q)SAR models and
expert systems, but none of these have been compared
extensively for their relative performances, and none have
been formally accepted for regulatory use, although some
models can be used to provide supporting information in
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Table 1. Information included in models
Areas of assessment Human health, environment
Exposure/risk models for predicting human health or environmental  exposure potential and potential environmental, worker or consumer risk
Human health
Exposure covered • Indirect human exposure

via the environment
• Consumer product exposure

• Worker exposure
Routes of exposure covered • Inhalation,  • Ingestion

• Dermal, • Multi-media

Environment

Organisms covered • Freshwater organisms
• Marine organisms
• Sediment organisms
• Terrestrial organisms
• Micro-organisms in sewage treatment plant
• Fish-and-worm eating predators

Pathways of exposure covered Air, water, sediment, soil, biota,
sewage treatment plant, multi-media

Type of information provided Daily intake, potential dose,
margin of safety, predicted
environmental
concentration, risk quotient

(predicted environmental
concentration/predicted
no-effect concentration)

Health or environmental effects models for predicting physical/chemical properties, chemical and fate properties, and human and aquatic hazard effects
Category of information provided
Physical/chemical properties Environmental fate properties
• Melting point, • Boiling point, • BCF (bioconcentration factor)
• Vapor pressure, • KOW • AOP (atmospheric oxidation potential)
• Water solubility • Biodegradation, • Hydrolysis
• Organic carbon adsorption
coefficient (KOC)

• wastewater treatment % removal

Hazard-human health Hazard-environmental

• Mutagenicity, • Neurotoxicity • Aquatic biota
• Oncogenicity, • Reproductive toxicity • Terrestrial biota
• Developmental toxicity
• Systemic toxicity, • Skin/eye irritation
Type of Information Provided Endpoint(s)

• Qualitative,  • Quantitative,  • Range
• Point estimate, • Categorical information

• Reproduction
• Growth Mortality

Species/compartment addressed by model Model approach or
• Air, • Water,
• Sediment, • Soil

• Deterministic,
• QSARs, • SARs

• Multi-media,
• Aquatic/Terrestrial biota

chemical risk assessments. Also, a variety of systems are in
different stages of development, assessment and validation.
If they are to be of more practical use outside the
pharmaceutical industry for regulatory testing, then further
research needs to be undertaken to make them more
amenable for a wider range of chemicals. Problems with
regard to the availability of good quality data for
benchmarking purposes, apply to techniques for using in
silico prediction systems.

They also apply to bio-kinetic models to assess
the metabolic fate of chemicals after uptake by different
routes of exposure in different species. Before these
systems can be validated, more chemicals with good
quality data need to be found, for use as test sets.
Nevertheless, it was agreed that at least one bio-kinetic
modeling system is, in principle, ready for more formal
consideration for validation. Clearly, in silico systems for
predicting toxicity should take account of the possibility

that biotransformation could modulate toxicity. This could
be achieved by modifying these systems, so that they can
model the toxicity of the principal metabolites of
chemicals, or by linking those with systems specifically
designed to predict metabolite formation (70).

3.1.7. Perspectives in QSAR for regulatory use
Thousands of predictive models have been

published in recent years, but typically they are not suitable
for regulatory purposes because they have not taken into
account essential factors for validation or quality assurance
and specific requirements for regulation. The project
CAESAR (computer assisted evaluation of industrial
chemical substances according to regulations) (71);
ongoing in the scope of FR6 Six Framework Programme
will develop (Q)SAR models as non-animal alternative
tools for assessment of chemical toxicity under REACH.
CAESAR will include the high quality factors that are
needed to make the use of (Q)SARs acceptable for
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regulatory purposes (such as the implementation of the
REACH proposal) for the prediction of the toxicity of
chemical substances in a transparent manner by applying
new and unique modeling and validation methods.

Five endpoints will be addressed within
CAESAR, chosen on the basis of the animal use that is
expected for the REACH legislation. In order to have high
quality data sets, data have been selected from high quality
sources, and structures checked independently by at least
two groups in the consortium. Preliminary results on a
model for the bioconcentration factor are superior to those
previously published. The predictions of properties together
with all modeling details can be easily used in chemical
regulation. The CAESAR project goal is to design and
develop a web site incorporating the models developed.
This site will be freely accessible and (Q)SAR models and
protocols will be available for non-commercial use (18).

3.2. Legal protection of QSAR-like models and software
3.2.1. Short summary of topics

All these reviews we have revised with respect to
legal protection of QSAR models and software refer to
essentially the same legal issues in connection to QSAR
studies. Issue 1- Copyright protection: is accepted that
intellectual property is the branch of Law covering software
protection by copyright system. On the other hand,
methodologies using computer software or software-related
inventions should be protected by patent. However,
different philosophical basis exists in support of
international copyright regimes (4). On a practical level,
software vendors use multiple levels of protection: trade
secret rights, publishing "objects code", binding users by
contract, and increasingly- seeking patent protection (72).
Issue 2- Patent Protection: a patent is an exclusive right
granted for an invention, which is a product or a process
that provides a new way of doing something, or offers a
new technical solution to a problem (73). The law relating
to the patentability of software is still not harmonized
internationally, though many countries have to some extent
embraced the patentability of software-related inventions.
The most widely followed doctrine governing the scope of
patent protection for software related inventions is the
"technical effects" doctrine that was first promulgated by
the European Patent Office (EPO). This doctrine holds that
software is generally patentable if the application of the
software has a "technical effect (4). Issue 3- Trade Secret
Protection: given that access or non-access to the source
code is such a key computing issue and that most
proprietary software owners make great efforts to protect
such code as confidential (non-disclosed) information, the
relevance of trade secret law is immediately obvious (74).
The Intellectual Property Rigths (TRIPS) agreement deals
with trade secrets for any level of complexity (74). Issue 4-
Trademark Protection: the Law protects the internal content
of computer programs including those used in Proteomics,
and addresses concerns its external aspects such as a
distinctive trade (trademark). A Trademark is understood to
be a brand or medium that is capable of being represented
graphically, and which is capable of distinguishing goods
or services of one undertaking from those of other
undertaking. A trademark may consist of words, designs,

letters, numerals or the shape of goods or packaging (75).
TRIPS establish legal compatibility between member
jurisdictions by requiring harmonization of applicable laws
(76, 77). Issue 5- Contractual issues: a contract may be
more or less stringent than those which would be provided
for by a copyright law (78). Software developers and
publishers have long sought to expand the implicit
protections afforded to software programs by imposing
additional terms on end users by contract, usually in the
form of a license agreement (79). The so-called "click-
wrap" license may be used for on-line contracts. When the
purchaser clicks the appropriate button or types “Agree”,
“Yes”, or “I Accept” in an online registration form, they
have agreed to be bound by the terms of the license that are
displayed on the screen (79). This appears to be a standard
procedure to ensure that at least the existence of contractual
terms and conditions are brought to the attention of the
user, at the time the contract is actually entered into (80).
Issue 6- Tax issues for software: the increasing importance
of software in the international market is also reflected in
the taxation system. Tax systems depend of each internal
country regulation, and for that reason taxation of cross
border transactions relating to computer software, has
always been a matter of debate. The payment for the use of
computer programs is classified as a `royalty´. According
to the OECD Model Tax Convention (81), royalty
payments are derived from the use or transfer of use of
intellectual property rights or industrial. Most tax
conventions do not strictly adhere to this classification,
instead, the tendency is to expand or reduce the list of
payments treated as royalties according to a set of agreed
interests.

3.2.2. Methods for legal protection of computer software
Researchers in the field of bioinformatics seeking

information about any legal issues that may impact their
work currently encounter many hurdles in obtaining
relevant information. This is predominantly because there
is no single method of legally protecting software. In fact,
no unique international regime exists to address software
protection. Although the trend is strongly biased towards
explicit statutory protection for software i.e. through
copyright laws around the world; the scope and the
feasibility of enforcement from this type of protection
varies significantly from country to country (4).

3.2.2.1. Copyright protection
There is no question that Intellectual property is

the branch of Law that covers software protection,
specifically through the copyright system and that the
methodology using computer software or software-related
inventions should be protected by patent. However, it is
worth noting that a different philosophical basis exists in
support of international copyright regimes. Whilst it is
strictly speaking more correct to discriminate between the
Copyright model and the author's right model, `Copyright´
as is commonly used in the English language, refers to the
two regimes alike, hence we will adopt this tendency
throughout the manuscript.

Copyright is concerned with two predominant
traditions: common law copyright and continental author’s
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rights model (coming from the French: droit d´auteur). The
first copyright tradition, common law copyright regime, is
the Anglo-American tradition, which is applied in both
U.K. and US law. The focus of this regime is assumed to be
a more utilitarian approach based on economic trends. The
common law copyright is based on the practical need to
maintain incentives for individuals and businesses to
undertake new investment which will result in societal
advancement (82). The second, author’s rights model, is
applied in some form by the majority of the continental
members of the European Community and most of the rest
of the world. Whilst various national approaches of these
countries differ in specifics, such as perpetually of rights,
they all share a common focus which is centred on the idea
that the individual retains the right to control concerning
their creations; both the economic exploitation of the work
(such as reproducing and distributing), but additionally the
"moral rights", e.g. deciding whether or not the creation
should be published, claiming authorship, and maintaining
the work's integrity (82, 83). The differences between the
two systems should not however be overemphasized. Both
systems share a number of similarities which are relevant
for understanding how copyright can be applied in a
software context (72). Indeed, reconciling the differences in
the approaches between these two systems is one of the key
challenges faced in developing a harmonized multi-party
intellectual property approach for any new technology. This
challenge applies in developing copyright law for the E.C.,
as well as in devising international agreements on copyright
(4).

Copyright laws operate under the territoriality
principle. These usually provide protection only for a
country's nationals or for works first published in that
country. Conventions and bilateral agreements address the
availability of protection and grant it to foreign authors
under the principles of national treatment or formal
reciprocity (4). In general, under the principle of national
treatment, a country will grant the same protection to works
of foreign authors as it grants to works of its own nationals.
In the same way, under the principle of formal reciprocity,
a country will grant the same protection to works of authors
from another country as it grants to works of its own
nationals, but only if a country determines that the works of
its own nationals are granted some minimum degree of
protection in the other country (4). The most significant
international treaties relating to copyright protection are the
Berne Convention, the Universal Copyright Convention
(84) and certain provisions of the TRIPS (Trade- Related
Aspects of Intellectual Property Rights) agreement (85).
Copyright protection is formality-free in countries party to
the Berne Convention, which means that protection does
not depend on compliance with any formalities, such as
registration or deposit of copies. Under the Berne
Convention, software is likened to literary works for
protection, and thus receives the full extent of the same
treatment. Recent experiences within the European Union
have shown promise in terms of developing a coordinated
and improved global copyright framework. In order to
compete effectively in an international market, the EC was
forced to develop a harmonized approach for intellectual
property; covering computer software, semi-conductors,

and biotechnology products (86). This was achieved
amongst countries which did not even share a single
author's rights or common law copyright approach. A
workable copyright system for protecting software for all
member countries was ultimately created (83).

Software is protected by copyright throughout the
EU under the Community Directive on Software Copyright
(91/250/EEC Directive). According to European law, rights
are owned by the programmer who writes the program and
permission from the rights owner is required in order to
run, copy, modify or distribute the software. The Directive
also provides for co-ownership where there is more than
one programmer. In cases where the programmer creates
the program in the course of employment, the employer
owns the rights, unless there is a contrary agreement
between the programmer and the employer. The
programmer still retains the “moral rights” which are freely
assignable. Some Member States require assignments to be
made in writing (87). “The Software Directive is a
workable and very practical solution to the copyright
problem. It creates a framework to provide strong anti-
piracy protection for software. At the same time, it strikes a
balance between protecting the right holder’s investment in
creating software and allowing activities which foster
advancement and market competition… however, some
issues which might have been harmonized were left open
and could create uncertainty in the future”(83).  To the
extent that software copyright does not grant exclusivity to
ideas or to function, but only to their expression, the
freedom of action is also preserved for the software
industry. On a practical level, software vendors use
multiple levels of protection: trade secret rights, publishing
"objects code", binding users by contract, and increasingly-
seeking patent protection (72).

3.2.2.2 Patent Protection
A patent is an exclusive right granted for an

invention, which is a product or a process that provides a
new way of doing something, or offers a new technical
solution to a problem. Patents require an inventive step, an
assessment of industrial applicability and should undergo
an examination procedure (73). The law relating to the
patentability of software is still not harmonized
internationally, though many countries have to some extent
embraced the patentability of software-related inventions.
There is a worldwide trend in favour of adopting patent
protection for software-related inventions, mainly because
a patent is valid against everyone in that country, who
makes use of or sells the patented invention, even if the
infringer invented it independently (4). Patent law protects
the underlying idea, provided the idea is within the
statutory categories of patentable subject matter and is not
so fundamental that it constitutes a law of nature (72),
whereas copyright law only protects the expression of an
idea. The most widely followed doctrine governing the
scope of patent protection for software related inventions is
the "technical effects" doctrine that was first promulgated
by the European Patent Office (EPO). This doctrine holds
that software is generally patentable if the application of
the software has a "technical effect." Thus, for example,
software that controls the timing of an electronic engine is



Legal issues for chem-bioinformatics models

368

patentable under this doctrine, whereas software that
detects and corrects contextual homophone errors (e.g.,
"there" to "their") may not be patentable (4).

3.2.2.3. Trade Secret Protection
“Given that access or non-access to the source

code is such a key computing issue and that most
proprietary software owners make great efforts to protect
such code as confidential (non-disclosed) information, the
relevance of trade secret law is immediately obvious” (74).
This method of protection covers all attack aimed at seizing
the achievements that the company has made to software
development, whether they come from the disloyalty of
employees or officials, or the purchaser of the program
bound by a contract with the company, or resulting from
espionage or any other similar conduct. The Trade secrets
regime can also protect computer service and maintenance
manuals, which may facilitate reverse engineering of
software. The TRIPS agreement deals with trade secrets for
any level of complexity. Article 39 of TRIPS sets down the
national requirements of signatories and establishes that all
such countries must enact trade secret legislation which
would also cover software if requirements such as those
regarding the confidentiality were met (74).

3.2.2.4. Trademark Protection
The Law protects the internal content of

computer programs, and addresses concerns its external
aspects such as a distinctive trade (trademark). A
Trademark is understood to be a brand or medium that is
capable of being represented graphically, and which is
capable of distinguishing goods or services of one
undertaking from those of other undertaking. A trademark
may consist of words, designs, letters, numerals or the
shape of goods or packaging (75).

The protection of trademarks via registration has
long been accepted internationally. In most countries, rights
are initially secured by registration and maintained by later
use in the country. Generally the use of the mark without
registration does not provide trademark protection. Some
countries require use of the mark before registration (e.g.,
United States, Canada and the Philippines) whereas others
give some priority of rights based solely on use (e.g.,
common law countries). The inherent limitations of the
territorial application of trademark laws have been
mitigated by various intellectual property treaties, foremost
amongst which is the WTO Agreement on Trade-Related
Aspects of Intellectual Property Rights. TRIPS establish
legal compatibility between member jurisdictions by
requiring harmonization of applicable laws. For example,
Article 15(1) of TRIPS provides a definition for a "sign"
which is used as or forms part of the definition of
"trademark" in the trademark legislation of many
jurisdictions around the world. International trademark
issues are also governed by the European Community
Trademark (ECT), the Madrid Agreement and the Madrid
Protocol (76, 77). Trademarks may be protected on a
country-by-country basis only. The lead time from
application to registration varies by jurisdiction, from a few
months to several years. Whilst some countries examine the
existing registry for potentially conflicting prior

registrations (e.g., the United States), others do not (e.g.,
Germany, France and Switzerland), leaving it to the
registrants to identify and resolve such conflicts (4).

3.2.2.5. Copyright and contractual issues
All these Intellectual property issues generally

protect the creator’s rights. Contracts can seek to address a
balance between authors and users, wherever a contract
allows the individual parties to negotiate and agree. In this
sense, a contract may be more or less stringent than those
which would be provided for by a copyright law (78).
Given that contracts of this type are associated mainly with
software distribution, the use of licences has become the
standard method of supply of software. This in turn raises
both contractual and copyright issues for suppliers and
users. Software developers and publishers have long sought
to expand the implicit protections afforded to software
programs by imposing additional terms on end users by
contract, usually in the form of a licence agreement (79).
Thus, licences are the main way in which copyright holders
allow their works to be used, distributed and disseminated
without any assignment or transference of the property
rights constituting the copyright (78). Some of more
common copyright licence agreements usually take a
‘shrink-wrap’, ‘click-wrap’ and shareware licence form.

The “shrink-wrap” licence lends its name to the
practice of being included on the outer software package
under a layer of shrink-wrap plastic. A notice on the
package informs the purchaser that by opening it, he or she
has in fact accepted the terms of the licence. In the early
days, the enforceability of shrink-wrap licences was called
into question resulting in these licences being considered
invalid on contract formation grounds. However they are
now accepted as the standard within the industry (79). A
shrink-wrap licence operates by purchase of a cardboard
box which contains a software CD inside. In some cases
(e.g. under UK law), the purchaser will, on opening the
package, be given two choices; either they have agreed to
be bound by the terms and conditions contained inside the
box through use of the product or, they may return the
opened product for a full refund should they not wish to be
bound by the terms and conditions (78).

The so-called "click-wrap" licence may be used
for on-line contracts. These are less likely to be problematic
in relation to the incorporation of terms and conditions,
provided that the attention of the consumer has been drawn
to the existence of the licence, and its terms and conditions
prior to the contract becoming effective. When the
purchaser clicks the appropriate button or types “Agree”,
“Yes”, or “I Accept” in an online registration form, they
have agreed to be bound by the terms of the licence that are
displayed on the screen (79). This appears to be a standard
procedure to ensure that at least the existence of contractual
terms and conditions are brought to the attention of the
user, at the time the contract is actually entered into. In fact,
it is becoming commonplace for Web pages to contain
links to sets of “terms and conditions,” that appear at the
bottom of the page. The shrink-wrap and click-wrap licence
enforceability has been a long discussed question. Lawyers
have disagreeing opinions, and court cases have been both
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contradictory and infrequent. Ultimately, the enforceability
depends on the exact circumstances, and on which
country's law is applicable (80).

Shareware licence is another common method of
supply software. It can be provided either through a CD,
generally supplied free with a computer magazine, or by
download from an internet site. Such a licence works by
providing a free trial of the software, most commonly for a
fixed period of time, at the end of which the user can
decide whether to pay a registration fee to obtain a licence
for the continued use of the software, subject to the terms
and conditions of the licence, or to stop using it. In most
cases, the shareware software package will tend to stop
working at the end of the trial period. Software also can be
distributed as a version with limited features which are
upgradeable following registration. This is known as the
“crippleware” system, and is a variant of the shareware
system. Here, software is distributed under a shareware
licence, but as an incomplete or "crippled" form, e.g. the
software is unable to save files, or print them. By paying a
fee to the copyright owner, a purchaser will be sent an
"uncrippled" version of the software. Another common
variant is “nagware”. This comprises software that is
designed to periodically "nag" the user, about the need to
pay the copyright owner. As for “crippleware” system,
following payment of the licence fee, the user will be sent a
“nag-free” version (80). All of these types of licence are
typically known as “proprietary” licences. Non-traditional
business models and certain types of licence that are less
restrictive also exist, which are referred to as “non-
proprietary licences”. This is the case for “public domain”
software as well as “all-permissive licences”, which may be
treated as software not covered by any copyright. Some
licences allow unlimited running, copying and distribution,
but may prohibit modification; such a class of licences
come very close to being “all-permissive”. A “semi-free”
licence is highly permissive too, so far as non-commercial
users are concerned (academics, government agencies etc),
but prohibit use for commercial purposes. The business
model here is usually to release the same software under
two different licences: the semi-free licence, which is
designed to encourage widespread non-commercial use of
the software, and a proprietary software licence for
businesses (which, of course, businesses have to pay for).
There are in addition “copyleft” licences under which much
of the “open source” software is licensed. The licence
allows anyone to run, copy and distribute the software as
they wish. Modifications to the software for one's own
personal use are also permitted. Modified versions of the
software can be dispensed under the conditions to distribute
both, the source code and the object code of modification.
This version must also be distributed under a “copyleft”
licence (80). In the field of Medicinal Chemistry, it is
essential to make use of licensed programs and know the
permitted uses as described by the licence terms. This
determines the legal validity and the future possibility of
publication of any scientific result obtained with that
software’s help. It also impacts on the potential
patentability of any product or substance i.e. where
computing methods have replaced or partially replaced an
experimental result.

3.3. Taxes in software use
The increasing importance of software in the

international market is also reflected in the taxation system.
Tax systems depend of each internal country regulation,
and for that reason taxation of cross border transactions
relating to computer software, has always been a matter of
debate. The payment for the use of computer programs is
classified as a `royalty´. According to the Organization for
Economic Co-operation and Development: OECD Model
Tax Convention on Income and on Capital (81), royalty
payments are derived from the use or transfer of use of
intellectual property rights or industrial: Article 12.2, The
term "royalties" as used in this Article means payments of
any kind received as a consideration for the use of, or the
right to use, any copyright (75)of literary, artistic or
scientific work including cinematograph films, any patent,
trade mark, design or model, plan, secret formula or
process, or for information concerning industrial,
commercial or scientific experience. Most tax conventions
do not strictly adhere to this classification, instead, the
tendency is to expand or reduce the list of payments treated
as royalties according to a set of agreed interests.  The
OECD in the comments on the Model Convention, does not
itself observe an outright position, although it does seems
to favor the characterization of computer programs as
scientific works, and concludes by recommending a
specific category in each Tax Convention where domestic
Intellectual Property legislation does not clarify this
qualification. However, the more important issue is the
specification of these payments as royalties (88).

The OECD has scrutinized this complex issue,
first in the amendment in 2000 in response to comments on
article 12 of the Model Convention, and then in its 2001
paper on the classification of payments arising from
electronic commerce. The position of the OECD appears to
be in favor of reducing payments associated with the use of
computer programs, i.e. those considered as royalties and
therefore taxed in the home country of the payer. In effect,
the OECD assumes the legal distinction of the author’s
rights, therefore royalties are due from the use and
operation of the computer program not from purchase of
copies of that program. Note, copy of the program refer to
the actual file regardless of whether the user received it by
hardware, by download from the Internet or other similar
means (88). In its paper on payments arising from
electronic commerce, the OECD argues that the generality
of these payments should be regarded as business income,
except those arising from the acquisition of a right to
commercially exploit a digital protected by law author or
the transfer of experiences on the farm of a computer
program.  Royalty’s taxation, according to the OECD
Model, follows a system of taxation exclusively in the State
of residence of the copyright’s owner: `Art. 12.1.1.
Royalties arising in a Contracting State and beneficially
owned by a resident of the other Contracting State shall be
taxable only in that other State.

This issue, and also the tendency to regard some
payments related to software as business income, is hugely
detrimental to countries that are technologically dependent.
In any case, the OECD Model is only a guide; in practice
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this system of taxation is not particularly well received. In
some cases, the parties on such class of convention adopt a
shared taxation system between signatory States. This
means that interest arising in a Contracting State and paid
to a resident of the other Contracting State, may be taxed in
that other State, and may also be taxed in the Contracting
State in which it arises, and according to the laws of that
State. If the beneficial owner of the interest is a resident of
the other Contracting State, the tax so charged cannot
exceed a determinate percentage of the gross amount of the
interest. The competent authorities of the Contracting
States shall by mutual agreement settle the mode of
application of this limitation. As far as the European Union
is concerned, the Council Directive 2003/49/EC on a
common system of taxation applicable to interest and
royalty payments made between associated companies of
different Member States (89), adopted on 3 June 2003, aim
to eliminate source taxation of interest and royalty
payments, albeit limited to payments made between
associated companies of different Member States. The
Directive covers cross-border situations and includes
payments made to or by permanent establishments of the
associated companies, by abolishing withholding taxes on
royalty payments arising in a Member State, as well as on
interest payments arising in a Member State. These interest
and royalty payments shall be exempt from any taxes in
that State provided that the beneficial owner of the payment
is a company or permanent establishment in another
Member State.

4. SUMMARY AND PERSPECTIVE

There are multiple interactions between
Medicinal Chemistry, Computational Chemistry,
Bioinformatics and Law in the frontiers of biosciences.
This article has touched upon three aspects. There is no one
solution to protect software but there are many forms of
legal protection available. International software taxation
practices reveal the growing importance that software has
on different economies. Payments designated royalties need
to be harmonized, though it is recognized that is a complex
issue. The competing interests of countries needs to be
taken account of - perhaps through determining the
boundary between "business income" and "royalties".
Finally, the validation and legal acceptance of
computational models and methods in Medicinal
Chemistry, in particular with respect to QSAR has been
given a large impetus following the impact of REACH. A
growing, but still insufficient, interaction between Law and
Computational Medicinal Chemistry has been shown. This
is a very important shift in order for tools and
methodologies in the field of science to be legally
recognized. This interaction may be given an important
place next to the so-called "hard sciences".
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